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The Role of Cryptography in Blockchain and Its Future

1. Me and My Research Area

At the beginning, I would like to express
my gratitude to my advisor, who has
instructed me for three years. Without his
help, I would never imagine getting a Ph.D.
degree.

My research began with cryptography.
During my master's program, my main
contribution lies in the security protocol
under the public-key cryptosystem. A security
protocol is a set of rules for communication
interactions between two or more parties in
a network, aimed at ensuring data security or
privacy.

During my doctoral studies, my research
focus shifted from pure cryptography to the
combination of blockchain and cryptography.
Specifically, I use cryptographic techniques
to protect privacy and security in blockchain
applications. Blockchain is an emerging
research field in recent years, with much
of the research still in its early stages.
Since Bitcoin and Ethereum significantly
appreciated in value after 2014, many people
have been attracted to invest in digital
currencies, leading to most mainstream
research focusing on the economic aspects
of blockchain. However, blockchain can also
serve as a platform supporting a wide range
of applications. For example, blockchain
can be used to record medical data or to
trace products in a supply chain. In these

application scenarios, security issues are

Zhanwen Chen

of great concern. This necessitates cyber
security solutions. Therefore, my main work
involves designing security protocols for

blockchain applications.
2. Cryptography in Blockchain

To better understand what a security
protocol is, here is an example: If A wants
to encrypt a document and send it to B, a
special data called “key” is needed. A key
can be used to encrypt the document so that
anyone without the key cannot understand
its contents, while the key holder can recover
the document to its original form. However,
A must also consider how to share this key
with B through the network (i.e., A cannot
meet B in real-world to give him the key). In
this scenario, a security protocol is needed to
define how to generate a key that is exclusive
to A and B. The security protocol defines
secure data interactions for Internet-based
applications that involve multiple parties.

On the other hand, a blockchain can be
viewed as an online digital ledger that records
activities within a network. These activities
range from simple digital currency transfers
to storing data for further use. The design of
blockchain relies heavily on cryptographic
technologies. For instance, most blockchains
leverage hash functions while updating the
ledger: Before each ledger update, the hash
function summarizes the current state of the
ledger into a unique characteristic value.
After updating the ledger, this characteristic
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value is recorded in the latest ledger state.
This way, if someone attempts to manipulate
the past ledger’ s data, it will not match
the former characteristic value. This
ensures the reliability of blockchain data. In
addition, blockchain requires all submitted
data to be appended by a digital signature
to authenticate the issuer. But the basic
cryptographic tools in blockchain usually do
not fulfill the requirements of blockchain-
based applications.

Currently, most blockchain-based projects
today are deployed on Ethereum because it
supports smart contracts, which are programs
that can be executed on blockchain.
Developers can deploy their programs on the
blockchain for others to use. These programs
are known as Decentralized Applications
(DApps).

Apart from the functionality, DApps
must also consider application-layer’ s
security. For example, the interaction data
between users and DApps may be sensitive.
Therefore, DApps need security protocols
designed to protect their own security.

My recent research focuses on achieving
anonymity for NFT holders in blockchain.
Non-Fungible Tokens (NFTs) are a unique
type of asset on the blockchain. They can be
traded by users. On Ethereum, the account
of an NFT holder is recorded on the ledger.
However, from a privacy perspective, some
holders might prefer to keep their NFT
private. Therefore, we need to design a
system that hides the holder's account and
supports NFT trading. We managed to utilize
cryptography to design a security protocol
and achieve anonymous NFT ownership.
Through this research, we provide a solution
to trade NFT in a way that Ethereum itself

does not support.
3. Future of Blockchain Research

Based on my experience, security research
in blockchain will continue to be a major
focus in the future. Many countries are
attempting to introduce blockchain-based
solutions, leading to significant security
demands. However, the biggest challenge
is that there is no blockchain that excels in
all aspects. If a blockchain has excellent
scalability and is friendly for application
development, it faces more security
challenges. Conversely, if a blockchain
prioritizes security and privacy, it may not be
suitable for application development.

Ethereum's smart contract has made it the
most popular blockchain for development.
But if we want to expand blockchain to more
application scenarios, Ethereum might not
be the best choice. Therefore, it is possible
that new blockchain structure will emerge
and perfectly meet the requirements for

complicated applications.
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Reflections on Graduate School Life

1. Academic Training and Growth

Graduate school is often regarded as a
transformative period in one's academic
and professional journey. For me, it was no
different. Embarking on my master's degree
in the department of risk and resilience
engineering, with a focus on cryptography, was
a decision filled with anticipation and a desire
for deeper knowledge and growth. Throughout
this journey, I have come to appreciate not only
the rigorous academic training I received but
also the invaluable guidance and mentorship
from my supervisor, Prof. Nishide. These
elements combined to create an enriching and
rewarding experience that has profoundly
shaped my future.

Beyond the structured curriculum, the
training I received also included various
workshops and seminars that exposed me
to the latest advancements in cryptography
and risk management. These sessions were
often led by industry experts and researchers,
providing insights that went beyond textbook
knowledge. Attending these events not only
kept me abreast of emerging trends but also
inspired me to think innovatively and push
the boundaries of conventional wisdom.
For instance, a seminar on post-quantum
cryptography introduced me to the challenges
and opportunities presented by quantum
computing, prompting me to explore this

cutting-edge area further. The comprehensive

+ o

training I received has not only prepared me
for my future career but has also instilled in me
a lifelong passion for learning and discovery.
The academic environment encouraged
curiosity and intellectual exploration, fostering
a mindset that values continuous improvement
and innovation. This foundation is invaluable
as [ move forward in my career, where staying
current with technological advancements and

industry developments is essential.

2. Mentorship and Personal Development

While the academic training was a
cornerstone of my graduate school experience,
the guidance and mentorship from my teachers,
particularly Prof. Nishide, played an equally
crucial role. From the very beginning, Prof.
Nishide was more than just an instructor; he
was a mentor who invested in my success
and growth. His open-door policy and
willingness to provide personalized guidance
made a significant difference in my academic
journey. I recall countless instances where |
sought advice on research topics, career paths,
and even personal challenges. Each time, |
was met with patience, understanding, and
insightful guidance that helped me navigate the
complexities of graduate school life.

The relationships I built with faculty
members like Prof. Nishide have had a lasting
impact, providing a network of support and

inspiration that I will carry forward in my
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career. The mentorship I received has taught
me the importance of fostering meaningful
connections and giving back to the academic
community. As I progress in my career, I hope
to mentor and support future students, just as
Prof. Nishide has done for me.

Graduate school is not without its challenges,
and my experience was no exception. The
demanding coursework, coupled with the
pressure to produce high-quality research, often
tested my resilience and determination. There
were moments of self-doubt and fatigue, but
these challenges were also opportunities for
growth. Through perseverance and the support
of my peers and mentors, I learned to manage
my time effectively, prioritize tasks, and
maintain a healthy work-life balance. These
skills have not only been crucial during my
graduate studies but will also serve me well in
my professional life. For example, balancing
my coursework, research, and extracurricular
activities required meticulous planning and
time management, skills that are essential in

any professional setting.
3. Overcoming Challenges and Looking Forward

In addition to academic challenges,
engaging in extracurricular activities and
research opportunities enriched my graduate
school experience. Participating in student
organizations and attending conferences
allowed me to network with peers and
professionals from diverse backgrounds. These
interactions broadened my perspective and
provided valuable insights into different career
paths and research areas. One memorable
experience was presenting my research on
cryptographic protocols at an international

conference. The opportunity to share my

work with a global audience and receive
feedback from experts in the field was both
exhilarating and rewarding. These experiences
have enhanced my communication skills
and confidence, preparing me for future
professional endeavors.

As I look forward to the next chapter of
my professional journey, I am profoundly
grateful for the transformative experience of
graduate school and the lasting impact it has
had on my life. The skills and knowledge 1
have gained, the relationships I have built,
and the challenges I have overcome have
all contributed to shaping me into a more
capable and resilient individual. I am excited
to apply what I have learned to my future
career and to continue growing and learning
in the ever-evolving field of cryptography
and risk and resilience engineering.

In conclusion, graduate school has been
a journey of academic rigor, personal
growth, and professional development.
The comprehensive training I received
has equipped me with the tools necessary
to excel in my field, while the mentorship
and support from Prof. Nishide have been
invaluable in guiding me through this
transformative period. The challenges I
faced have strengthened my resilience and
determination, preparing me for the demands
of my future career. As I embark on the
next phase of my professional journey, |
carry with me the lessons learned, the skills
acquired, and the invaluable experiences of
my graduate school life. These reflections
serve as a reminder of the profound impact
that this period has had on my life and the
endless possibilities that lie ahead.
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Introduction Upon Assumption of Duty

1. Introduction

My name is JOUBI Abdulrahman, from Syria,
and I joined the University of Tsukuba as an
assistant professor in the Department of Systems
and Information Engineering in May 2023 as part
of the Nuclear Regulatory Human Resources
Development Program.

I completed my bachelor's degree in
Mechanical Engineering in Cyprus 8 years ago
and then spent six years at the University of
Tsukuba until completing my doctoral program
in Risk and Resilience Engineering. My research
primarily focuses on the technical and economic
feasibility of producing hydrogen using renewable
resources.

Over the past year, | have been involved
in group PBL exercises and seminars on the
introduction to Risk and Resilience Engineering.
Before that, I was part of the GPTA of our
department. It brings me joy to continue
working with our brilliant students and talented,
knowledgeable staff. I look forward to learning
more from both.

2. Research Plan

As global warming increasingly impacts the
energy sector, the need for low carbon emission
technologies and hydrogen production grows.
My research will focus on low carbon hydrogen
production using high-temperature technologies.

Nuclear energy is becoming crucial for
energy security and stable carbon-free hydrogen

production. High-temperature gas-cooled reactors

JOUBI Abdulrahman

(HTGR) coupled with thermochemical cycles,
like the iodine—sulfur process, offer efficient and
low-emission hydrogen production. An example
is the High Temperature Test Reactor (HTTR)
by the Japan Atomic Energy Agency (JAEA) in
Oarai, Ibaraki, Japan.

I' m conducting a techno-economic analysis
of hydrogen production from HTGR reactors and
compare it with other high-temperature hydrogen
production technologies using solar thermal plants.

This study is vital for advancing the hydrogen
economy, especially for countries like Japan that
plan to secure hydrogen supplies soon. As Japan
looks to import hydrogen from Australia and the
Middle East, demonstrating the benefits of nuclear
hydrogen production is essential. This research will
show the economic and environmental viability
of HTGR-coupled IS processes and offer insights
into implementing these technologies globally.

3. Ambition

I am deeply committed to continuous learning
and growth within our esteemed department. It is
my sincere ambition to expand my experience in
both research and teaching, drawing inspiration
and knowledge from the brilliant professors and
students I am fortunate to work alongside. I am
eager to contribute meaningfully to our university,
diligently fulfilling my assumed duties and striving
to support and enhance our academic community.
Through collaboration, dedication, and a shared
passion for innovation and excellence, I hope to
make a positive impact on our department and the
broader field of engineering.
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